

	
3GPP TSG SA WG2 Meeting #161	S2-24xxxxx
Athens, Greece, February 26 – March 1, 2024
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	23.502
	CR
	x
	rev
	-
	Current version:
	18.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Exposure enhancements for static UE IP address assignment and 5G VN group’s User Plane Security Policy

	
	

	Source to WG:
	Ericsson, Nokia, Nokia Shanghai Bell, Deutsche Telekom

	Source to TSG:
	SA2

	
	

	Work item code:
	TBD
	
	Date:
	2023-09-29

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-19

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	This CR addresses two aspects related to exposure for private networks:
Issue #1:
There is currently no method for an enterprise to provision static UE IP adresses via an API
Issue #2: 
TS 33.501 requires that all PDU Sessions of a 5G VN gorup should have the same User Plane Security Policy. Provisioning the security policy via the 5G VN API is however not supported currently. 

	
	

	Summary of change:
	Enhance NEF Parameter provisioning service to support provisioning of user plane security policy and static UE IP addresses 

	
	

	Consequences if not approved:
	Not possible to support key uses cases for enterprise deployments

	
	

	Clauses affected:
	4.15.6.2, 4.15.6.3b, 4.15.6.3x (new), 5.2.3.6.2, 5.2.3.6.3, 5.2.6.4.2, 5.2.6.4.3

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1



**** First Change ****
[bookmark: _Toc153801974]4.15.6.2	NEF service operations information flow


Figure 4.15.6.2-1: Nnef_ParameterProvision_Create / Nnef_ParameterProvision_Update / Nnef_ParameterProvision_Delete request/response operations
0.	NF subscribes to UDM notifications of UE and/or Group Subscription data updates. In the UDM subscription, the NF may request to be notified about expected UE behaviour parameter(s) in Table 4.15.6.3-1 or Application-Specific Expected UE Behaviour parameter(s) in Table 4.15.6.3f-1 that may have been externally provisioned by an AF.
NOTE 1:	The NF can subscribe to Group Subscription data from UDM in this step and be notified of Group Subscription data updates in step 7 using the Shared Data feature defined in TS 29.503 [52].
NOTE 2:	The external parameters in Table 4.15.6.3-1 may be provisioned by an AF hosting an AI/ML based application.
	If an expected UE behaviour parameter subscription is provided by the NF, the subscription may include a threshold indicating that certain confidence and/or accuracy levels must be met for the parameter(s) to be notified by the UDM to the NF. Meeting the threshold condition may mean that the confidence and/or accuracy levels of a parameter are equal to certain threshold, or less than certain threshold, or greater than certain threshold, or less than or equal to certain threshold, or greater than or equal to certain threshold. The threshold may be in the form of a range (e.g. minimum value to maximum value, where each may be inclusive or exclusive) or a specific value.
NOTE 3:	The threshold may be used to e.g. prevent certain Expected UE Behaviour parameters from being stored in the network when certain minimum level of confidence and/or accuracy are not met.
NOTE 4:	Confidence level indicates a probability assertion for the associated Expected UE Behaviour parameter and accuracy level indicates the performance of the estimator (e.g. AI/ML model) used for the prediction.
0b.	[Conditional, on using NWDAF-assisted values] The AF may subscribe to NWDAF via NEF in order to learn the UE mobility analytics and/or UE Communication analytics for a UE or group of UEs by applying the procedure specified in clause 6.1.1.2 of TS 23.288 [50]. The Analytics ID is set to any of the values specified in clause 6.7.1 of TS 23.288 [50].
0c.	[Conditional, on using NWDAF-assisted values] AF validates the received data and derives any of the Expected UE behaviour parameters defined in clause 4.15.6.3 for a UE or group of UEs.
1.	The AF provides one or more parameter(s) to be created or updated, or deleted in a Nnef_ParameterProvision_Create or Nnef_ParameterProvision_Update or Nnef_ParameterProvision_Delete Request to the NEF. The parameters(s) may include corresponding confidence and/or accuracy levels.
	The AF provides target UE identifier (e.g. GPSI or External Group ID) as described in clause 5.2.6.4. The Transaction Reference ID identifies the transaction request between NEF and AF. For the case of Nnef_ParameterProvision_Create, The NEF assigns a Transaction Reference ID to the Nnef_ParameterProvision_Create request.
	NEF checks whether the requestor is allowed to perform the requested service operation by checking requestor's identifier (i.e. AF Identifier).
NOTE 5:	When multiple AF parameter provisioning Create or Update requests with different values of the same Expected UE Behaviour parameters are received from different AFs, the network behaviour is unspecified.
	For a Create request associated with a 5G VN group, the External Group ID identifies the 5G VN Group.
	The payload of the Nnef_ParameterProvision_Update Request includes one or more of the following parameters:
-	Expected UE Behaviour parameters (see clause 4.15.6.3); or
-	Network Configuration parameters (see clause 4.15.6.3a); or
-	5G VN group data (i.e. 5G VN configuration parameters) (see clause 4.15.6.3b), or
-	5G VN group membership management parameters (see clause 4.15.6.3c); or
-	Location Privacy Indication parameters of the "LCS privacy" Data Subset of the Subscription Data (see clause 5.2.3.3.1 and clause 7.1 of TS 23.273 [51]); or
-	MTC Provider Information; or
-	AF provided ECS Address Configuration Information (see clause 4.15.6.3d); or
-	DNN and S-NSSAI specific Group Parameters (see clause 4.15.6.3e); or
-	Application-Specific Expected UE Behaviour parameters (see clause 4.15.6.3f); or
- 	Static IP address assignment parameters (see clause 4.15.6.3x).
	The AF may request to delete 5G VN configuration by sending Nnef_ParameterProvision_Delete to the NEF.
2.	If the AF is authorised by the NEF to provision the parameters, the NEF requests to create, update and store, or delete the provisioned parameters as part of the subscriber data via Nudm_ParameterProvision_Create, Nudm_ParameterProvision_Update or Nudm_ParameterProvision_Delete Request message, the message includes the provisioned data and NEF reference ID and optionally MTC Provider Information.
	If the AF is not authorised to provision the parameters, then the NEF continues in step 6 indicating the reason to failure in Nnef_ParameterProvision_Create/Update/Delete Response message. Step 7 does not apply in this case.
	If the NEF did not receive DNN and/or S-NSSAI from the AF and such information is configured as needed within 5GC, the NEF determines the DNN and/or S-NSSAI from the AF Identifier.
	If the AF provides the DNN and S-NSSAI specific Group Parameters, the AF shall indicate the External Group ID, targeted DNN and S-NSSAI in the request.
	If the AF provides the service area in the form of geographical information, the NEF maps the geographical information to the list of TAs.
NOTE 6:	For non-roaming case and no authorisation or validation by the UDM required and if the request is not associated with a 5G VN group, the NEF can directly forward the external parameter to the UDR via Nudr_DM_Update Request message. And in this case, the UDR responds to NEF via Nudr_DM_Update Response message.
3.	UDM may read from UDR, by means of Nudr_DM_Query, corresponding subscription information in order to validate required data updates and authorize these changes for this subscriber or Group for the corresponding AF.
	Based on local configuration, UDM may determine if there is any requirement in terms of threshold conditions that need to be met by the provisioned parameter before storing the parameter in UDR. If there are no such requirement(s) or the requirement(s) are satisfied, UDM may proceed seamlessly. If not satisfied, step 5 is triggered as a failed procedure and a related cause value is provided, e.g. "confidence level not sufficient". In that case step 4 is skipped.
4.	If the AF is authorised by the UDM to provision the parameters for this subscriber, the UDM resolves the GPSI to SUPI and requests to create, update or delete the provisioned parameters as part of the subscriber data via Nudr_DM_Create/Update/Delete Request message, the message includes the provisioned data.
	If a new 5G VN group is created, the UDM shall assign a unique Internal Group ID for the 5G VN group and include the newly assigned Internal Group ID in the Nudr_DM_Create Request message. If the list of 5G VN group members is changed or if 5G VN group data has changed, the UDM updates the UE and/or Group subscription data according to the AF/NEF request.
	When the service area is configured or updated for a group, the UDM authorises the request.
	If the Default QoS is configured or updated for a group, the UDM authorises the request and uses such Default QoS to set 5GS Subscribed QoS profile in Session Management Subscription data for each UE within the group. The 5GS Subscribed QoS profile in Session Management Subscription data will be considered by SMF as described in clause 5.7.2.7 of TS 23.501 [2].
	UDR stores the provisioned data as part of the UE and/or Group subscription data and responds with Nudr_DM_Create/Update/Delete Response message.
	If the Maximum Group Data Rate is configured or updated for a 5G VN group, the UDM authorises the request and the Maximum Group Data Rate is applied as described in clause 5.29.2 of TS 23.501 [2].
	When the 5G VN group data (as described in clause 4.15.6.3b) or 5G VN group membership is updated, the UDR notifies to the subscribed PCF by sending Nudr_DM_Notify as defined in clause 4.16.12.2.
	If the AF is not authorised to provision the parameters, then the UDM continues in step 5 indicating the reason to failure in Nudm_ParameterProvision_Update Response message and step 7 is not executed.
	The UDM classifies the received parameters (i.e. Expected UE Behaviour parameters or Suggested Number of Downlink Packets or the 5G VN configuration parameters or DNN and S-NSSAI specific Group Parameters or Location Privacy Indication parameters or ECS Address Configuration Information), into AMF associated and SMF associated parameters. The UDM may use the AF Identifier received from the NEF in step 2 to relate the received parameter with a particular subscribed DNN and/or S-NSSAI. The UDM stores the SMF-Associated parameters under corresponding Session Management Subscription data type.
	Each parameter or parameter set may be associated with a validity time. The validity time is stored at the UDM/UDR and in each of the NFs, to which parameters are provisioned (e.g. in AMF or SMF). Upon expiration of the validity time, each node deletes the parameters autonomously without explicit signalling.
	If the ECS Address Configuration Information is provided to any UE in AF request, the UDM shall make use of the shared data mechanism defined in TS 29.503 [52] and notify all NFs (SMFs) that have subscribed to receiving such shared data change notifications.
5.	UDM responds the request with Nudm_ParameterProvision_Create/Update/Delete Response. If the procedure failed, the cause value indicates the reason.
6.	NEF responds the request with Nnef_ParameterProvision_Create/Update/Delete Response. If the procedure failed, the cause value indicates the reason.
NOTE 7:	If AF receives a failure update notification due to threshold conditions not met and AF does not want NFs to keep using the old parameters, then AF can send an Nnef_ParameterProvision_Delete request.
7.	[Conditional this step occurs only after successful step 4] UDM notifies the subscribed Network Function of the updated UE and/or Group subscription data via Nudm_SDM_Notification Notify message.
a)	If the subscribed NF is AMF, the UDM performs Nudm_SDM_Notification (SUPI or Internal Group Identifier, AMF-Associated Expected UE Behaviour parameters, Subscribed Periodic Registration Timer, subscribed Active Time, 5G VN group data or DNN and S-NSSAI specific Group Parameters, etc.) service operation. If the AMF receives confidence and/or accuracy levels along the Expected UE behaviour parameter(s), the AMF may use the associated confidence level and/or accuracy level when handling the expected UE behaviour parameter(s). The AMF uses the received parameters to derive the appropriate UE configuration of the NAS parameters and to derive Core Network assisted RAN parameters. The AMF may determine a Registration area based on parameters Stationary indication or Expected UE Moving Trajectory.
	If the AMF obtains service area for a group or SUPI, the AMF configures the DNN for the group as LADN DNN and applies the LADN per DNN and S-NSSAI taking into account the service area for the group as described in clause 5.6.5a of TS 23.501 [2].
b)	If the subscribed NF is SMF, the UDM performs Nudm_SDM_Notification (SUPI or Internal Group Identifier, SMF-Associated Expected UE Behaviour parameter set, DNN/S-NSSAI, Suggested Number of Downlink Packets, 5G VN group data, etc.) service operation.
	The SMF stores the received parameters and associates them with a PDU Session based on the DNN and S-NSSAI included in the message from UDM.
	If the SMF receives confidence and/or accuracy levels along the Expected UE behaviour parameter(s), the SMF may use the associated confidence level and/or accuracy level when handling the expected UE behaviour parameter(s). The SMF may use the parameters as follows:
-	SMF configures the UPF accordingly. The SMF can use the Scheduled Communication Type parameter or Suggested Number of Downlink Packets parameter to configure the UPF with how many downlink packets to buffer. The SMF may use Communication duration time parameter and/or Expected Inactivity Time parameter and/or Battery Indication parameter combined with their confidence and/or accuracy levels to set the inactivity timer for a PDU Session. The SMF then waits for a UP inactivity report to be received from UPF. Based on the received UP inactivity report, the SMF may determine to deactivate the corresponding UP connection associated to the PDU Session of a single UE or determine a collective pattern of deactivating UP connections for multiple UEs (e.g. for a group of UEs receiving application AI/ML traffic during FL operation) and perform CN-initiated selective deactivation of UP connection of an existing PDU Session.
-	The SMF may derive SMF derived CN assisted RAN information for the PDU Session. The SMF provides the SMF derived CN assisted RAN information to the AMF as described in PDU Session establishment procedure or PDU Session modification procedure.
NOTE 8:	The NEF (in NOTE 1) or the UDM (in step 3) can also update the corresponding UDR data via Nudr_DM_Create/Delete as appropriate.
NOTE 9:	The change of AF provided ECS configuration information is not meant to apply immediately: the UDM interface to the SMF can refer to Shared Data for the Subscription provided ECS configuration information.
NOTE 10:	Specification details of confidence and accuracy levels are left to Stage 3 work.

**** Next Change ****

[bookmark: _Toc153801977]4.15.6.3b	5G VN group data
The 5G VN group data is described in Table 4.15.6.3b-1.
Table 4.15.6.3b-1: Description of 5G VN group data
	Parameters
	Description

	DNN
	DNN for the 5G VN group.

	S-NSSAI
	S-NSSAI for the 5G VN group.

	PDU Session Type
	PDU Session Types allowed for 5G VN group.

	Application descriptor
	There may be multiple instances of this information; this information may be used to build URSP sent to 5G VN group members (NOTE 1).

	Information related with secondary authentication / authorization
	This may indicate:
-	the need for secondary authentication/authorization (as defined in clause 5.6 of TS 23.501 [2]);
-	the need for SMF to request the UE IP address from the DN-AAA Server.
If at least one of secondary authentication/authorization or DN-AAA UE IP address allocation is needed, the AF may provide DN-AAA Server addressing information.

	5G VN group communication indication
	Indicates that the 5G VN group is associated with 5G VN group communication.

	Maximum Group Data Rate
	This limits the total bit rate that is expected to be provided across all sessions of a 5G VN group.
[optional].

	User Plane Security Policy
	User Plane Security Policy for PDU sessions associated with the specific 5G VN group

	NOTE 1:	As described in TS 23.503 [20], the PCF may be configured with a mapping from Application Descriptor to other information required to construct the URSP rules, e.g. IP filters and SSC mode.



The information described in Table 4.15.6.3b-1 corresponds to 5G VN group data that an AF may provide together with External Group ID.


**** Next Change ****

[bookmark: _Toc145939698]4.15.6.3x	IP address assignment parameters
An AF may be authorized to provide static IP address(es) for subscribers for a given DNN and S-NSSAI. In this case, the static IP address per GPSI may be provided by an authorized AF via the NEF and be stored as part of the UE subscriber data. The provision procedure for static IP addresses is realized by external parameter provision procedure as described in clause 4.15.6.2. The AF may provide a list of GPSIs and for each GPSI include the static IP address/prefix as described in Table 4.15.6.3x-1. The SMF uses the static UE IP address as described in clause 5.8.2.2 of TS 23.501 [2].
[bookmark: _CRTable4_15_6_3g1]Table 4.15.6.3x-1: Description of IP address assignment parameters
	Parameters
	Description

	DNN
	DNN for which the IP address information applies

	S-NSSAI
	S-NSSAI for which the IP address information applies

	For each indicated GPSI
	

	GPSI
	GPSI for which the IP address/prefix applies

	IP address
	Indicates one static UE IPv4 address or one IPv6 prefix or both, for the subscriber identified by GPSI.





**** Next Change ****
[bookmark: _Toc20204460][bookmark: _Toc27895159][bookmark: _Toc36192256][bookmark: _Toc45193369][bookmark: _Toc47593001][bookmark: _Toc51835088]
[bookmark: _Toc153802373]5.2.3.6.2	Nudm_ParameterProvision_Update service operation
Service operation name: Nudm_ParameterProvision_Update.
Description: The consumer updates the UE related information (e.g. Expected UE Behaviour, Network Configuration parameters, Location Privacy Indication parameters, Enhanced Coverage Restriction Information, ECS Address Configuration Information), 5G VN group related information (5G VN group data, 5G VN membership management), Multicast MBS group related information, or Application-Specific UE Behaviour, or Static IP address assignment parameters.
Inputs, Required: AF Identifier, Transaction Reference ID(s).
Inputs, Optional: GPSI or SUPI, External Group ID, DNN, S-NSSAI, at least one of the Expected UE Behaviour parameters (optionally with associated confidence and/or accuracy levels) or at least one of the Application-Specific Expected UE Behaviour parameters (optionally with associated confidence and/or accuracy levels) or at least one of the Network Configuration parameters or 5G VN group related information, MTC Provider Information, Validity Time or Location Privacy Indication parameters or Enhanced Coverage Restriction Information or ECS Address Configuration Information, Multicast MBS related information, or Application-Specific UE Behaviour, or Static IP address assignment parameters.
Outputs, Required: Transaction Reference ID(s), Operation execution result indication, or DNN and S-NSSAI specific Group Parameters.
Outputs, Optional: Transaction specific parameters, if available.
For Multicast MBS related information, refer to TS 23.247 [78].

**** Next Change ****

[bookmark: _Toc153802374]5.2.3.6.3	Nudm_ParameterProvision_Create service operation
Service operation name: Nudm_ParameterProvision_Create
Description: The consumer creates a Network Configuration with one or more parameters, a 5G VN group related information (e.g. 5G VN group data, 5G VN membership management), or Multicast MBS related information.
Inputs, Required: AF Identifier, Transaction Reference ID(s).
Inputs, Optional: GPSI, External Group ID, DNN, S-NSSAI, one or multiple Network Configuration parameters, one or multiple Expected UE Behaviour parameters (optionally with associated confidence and/or accuracy levels) or one or multiple Application-Specific Expected UE Behaviour parameters (optionally with associated confidence and/or accuracy levels) or ECS Address Configuration Information, or for 5G VN group creation, External Group ID and 5G VN group related information, MTC Provider Information, for Multicast MBS related information, or DNN and S-NSSAI specific Group Parameters, or Static IP address assignment parameters.
Outputs, Required: Transaction Reference ID(s), Operation execution result indication.
Outputs, Optional: Transaction specific parameters, if available; Internal Group ID if the inputs include a new 5G VN configuration.
For Multicast MBS related information, refer to TS 23.247 [78].

**** Next Change ****

[bookmark: _Toc153802465]5.2.6.4.2	Nnef_ParameterProvision_Update service operation
Service operation name: Nnef_ParameterProvision_Update
Description: The consumer updates the UE related information (e.g. Expected UE Behaviour, Network Configuration parameters, Location Privacy Indication parameters, ECS Address Configuration Information) or 5G VN Group related information (e.g. 5G VN group data, 5G VN membership management), or for Multicast MBS related information or DNN and S-NSSAI specific Group Parameters, DNN, S-NSSAI, or Static IP address assignment parameters.
Inputs, Required: AF Identifier, Transaction Reference ID.
Inputs, Optional: GPSI or UE addressing information, External Group ID, at least one of the Expected UE Behaviour parameters (optionally with associated confidence and/or accuracy levels) or at least one of the Application-Specific Expected UE Behaviour parameters (optionally with associated confidence and/or accuracy levels) or at least one of the Network Configuration parameters or 5G VN related information or ECS Address Configuration Information, Validity Time or Location Privacy Indication parameters, MTC Provider Information, or Multicast MBS related information, DNN and S-NSSAI specific Group Parameters, DNN, S-NSSAI, PLMN IDs.
Outputs, Required: Operation execution result indication.
Outputs, Optional: Transaction specific parameters, if available. External Identifier (representing an AF specific UE Identifier).
For Multicast MBS related information, refer to TS 23.247 [78].

**** Next Change ****
[bookmark: _CR5_2_6_4_3]
[bookmark: _Toc153802466]5.2.6.4.3	Nnef_ParameterProvision_Create service operation
Service operation name: Nnef_ParameterProvision_Create
Description: The consumer creates a 5G VN group, or Multicast MBS related information group.
Inputs, Required: AF Identifier, Transaction Reference ID.
Inputs, Optional: GPSI or UE addressing information, one or multiple Expected UE Behaviour parameters (optionally with associated confidence and/or accuracy levels) or one or multiple Application-Specific Expected UE Behaviour parameters (optionally with associated confidence and/or accuracy levels), External Group ID for 5G VN group creation or for multicast MBS group creation, External Group ID, 5G VN group related information (e.g. 5G VN group data, 5G VN membership management), MTC Provider Information, Multicast MBS related information, DNN and S-NSSAI specific Group Parameters, DNN, S-NSSAI, PLMN IDs, ECS Address Configuration Information, or Static IP address assignment parameters.
Outputs, Required: Operation execution result indication.
Outputs, Optional: Transaction specific parameters, if available. External Identifier (representing an AF specific UE Identifier).
For Multicast MBS related information, refer to TS 23.247 [78].

[bookmark: _Toc20204529][bookmark: _Toc27895228][bookmark: _Toc36192325][bookmark: _Toc45193438][bookmark: _Toc47593070][bookmark: _Toc51835157]


**** End of Changes ****
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